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2

Agenda

Welkom en introductie kennisgroep Betalingsverkeer

DORA – Digital Operational Resilience Act

Introductie sprekers

‘DORA from an auditor perspective’ – Gertjan Verhage

‘DORA – Digital Operational resilience Testing’ – Marcel van Beek

Afsluiting
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Introductie Kennisgroep Betalingsverkeer

Leden van de groep:

– Wandena Birdja-Punwasi

– Caroline Zonneveld

– Léon Dirks

– Mike Leeman

– Edward van Dooren
– Frank Waatjes

De Kennisgroep Betalingsverkeer houdt zich bezig met totstandbrenging van relevante 
producten, publicaties en seminars op het gebied van betalingsverkeer. Zie ook de video en/of 
Twitteraccount: @PaymentFriends.

https://www.norea.nl/organisatie/kennis-en-werkgroepen/kennisgroep-betalingsverkeer

https://www.norea.nl/organisatie/kennis-en-werkgroepen/kennisgroep-betalingsverkeer
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Introductie Kennisgroep Betalingsverkeer

Publicaties
Actuele ontwikkelingen en risico’s in het betalingsverkeer

Handreiking auditaanpak PSD2 (update 2023) en Worksheet

Update PSD2, webinar oktober 2021

Interview normenkader PSD2, 202

Presentation Guidance Payment Service Directive 2 (update 2023)
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DORA

DORA

– Eerdere DORA presentatie:

– DORA is een EU-verordening gericht op cyberweerbaarheid. Financiële instellingen hebben 
tot 17 januari 2025 de tijd om aan DORA te voldoen. Vanaf dan moeten de 
beheersmaatregelen geïmplementeerd zijn. Vandaag worden de volgende onderwerpen 
vanuit een IT auditor perspectief besproken: 

• ICT-risicobeheer

• ICT-gerelateerde incidenten

• testen van digitale operationele veerkracht

• beheer van ICT-risico van derde aanbieders

• informatie-uitwisseling
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Introductie sprekers



© NOREA

Bedankt

Voor meer informatie kun je contact opnemen met:

Kennisgroep Betalingsverkeer
norea@norea.nl

13 juni 2024







1. Short introduction on DORA

2. Third party Risk Management

3. DORA Major incident reporting

4. DORA register of information

5. Threat Led Penetration Testing

6. Crises management
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SlideShare.net/ING@ING_News LinkedIn.com/company/ING

YouTube.com/ING Flickr.com/INGGroupFacebook.com/ING

ing.com

ingwb.com

Medium.com/ing-blog

http://www.slideshare.net/ing
http://www.twitter.com/ING_news
http://www.twitter.com/ING_news
http://www.linkedin.com/company/ing
http://www.youtube.com/ING
http://www.flickr.com/inggroup
http://www.flickr.com/inggroup
http://www.flickr.com/inggroup
http://www.facebook.com/ING
http://www.facebook.com/ING
http://www.ing.com/
https://www.ingwb.com/
https://medium.com/ing-blog


* Legend: RTS - Regulatory Technical Standards    |     ITS - Implementing Technical Standards     |     DA - Delegated Acts |     ESRB - European Systemic Risk Board |     ESA - European Supervisory Authority



DORA – Digital Operational resilience Testing
Norea 13 juni 2024



Background
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DORA is part of a larger batch of EU security legislation

To increase the digital operational resilience of the financial sector

And harmonize existing provisions



DORA 5 pillars
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Risk 
management

Incident 
reporting

Information 
sharing

Digital 
operational 
resilience 
testing

ICT third-
party risk



DORA
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ICT Risk 
Management

(art. 5 to 16)

Governance 
provisions

ICT risk 
management 

framework

Technical 
requirements 

(identify, protect, 
detect, 

response, 
recovery,…) 

ICT-related 
incidents

(art. 17 to 23) 

ICT related 
incident 

management 
process

Classification of 
ICT-related 

incidents and 
cyber threats

Reporting of 
major ICT-

related incidents 
to authorities

Digital 
operational 

resilience testing

(art. 24 to 27)

Digital 
operational 
resilience 

testing 
programme 

Range of 
relevant tests

Threat led 
penetration 

testing 

Managing of ICT 
Third-Party risk

(art. 28 to 44)

General requirements 
(including register of 
3rd-party providers 
and key contractual 

provisions)

Oversight of the critical 
ICT third-party service 

providers – EU 
oversight framework



Artikel 24/25: related to testing Digital Operational Resilience

Artikel 26/27: Threat-Led Penetration Testing (TLPT)

DORA – digital operational resilience testing
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Selected group of 
institutions

Art 24/25 
Comprehensive 

testing program as 
part of ICT-risk 
management

Art 
26/27
TLPT

All financial institutions 
in scope of DORA
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25(1) passende tests, zoals 

kwetsbaarheidsbeoordelingen en -scans, 

opensourceanalyses, 

netwerkbeveiligingsbeoor-delingen, 

kloofanalyses, beoordelingen van fysieke 

beveiliging, vragenlijsten en 

scanningsoftwareoplossingen, 

beoordelingen van broncodes indien 

mogelijk, scenariogebaseerde tests, 

compatibiliteitstests, prestatietests, 

eind-tot-eindtests en penetratietests.

25(1) appropriate tests, such as 

vulnerability assessments and scans, 

opensource analyses, network security 

assessments, gap analyses, physical 

security reviews, questionnaires and 

scanning software solutions, source code 

reviews where feasible, scenario-based 

tests, compatibility testing, performance 

testing, end-to-end testing and 

penetration testing.



Thread-Led Penetration Testing (TLPT)
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Financial institutions with major impact on financial stability 

TLPT versus TIBER

Learning remains a focus

New: roll of supervision

New: pooled testing



Where are we now?
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8 Dec ‘23
2nd batch for 

public 
consultation

23 Jan 
‘24 

ESAs 
public 

hearing

Mar-May 
‘24 

Review 
public 

feedback

17 July 
‘24 

Publish 
final 

version & 
send to 

EC

16 Jan ‘23
DORA entry 
into force

Nu

4 Mar 
‘24 

End of 
CP 

period

EC
Decide 
on RTS 

and 
GLs

ESA
and CAs 
decide 

on TLPT

TLPT 
process

17 Jan ‘25
DORA 

applicable



TLPT stakeholders
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TLPT: process

33

not mandatory in TLPT

2 scenarios 
+ X

also internal 
testers

replay + PT

- A risk assessment during the preparation phase is mandatory

- Requirements for providers 

Control Team (CT)

12 WEEKS



Test 
planning

Test 
guidance 

Remediation

Role ECB / DNB Control Team vs. supervisor

Control Team

Supervisor 
receives only:
- attestation
- test summary
- remediation plan

TIBER 
community

Designation & 
determination of 

frequency

Supervisor

Supervisor approves 
scope



RTS: pooled testing
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- Very few mentions of pooled testing

- f.e. no clear guidance on scoping in pooled test

Contractual 
relationship

Designated FE

ICT third party provider

External tester



Roll of IT auditors?
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➢ 3rd LOD for the organisation

➢ Audit pro-active actions

❖ Audit plan

❖ Preparation for TLPT

➢ Audit re-active actions

❖ Results of TLPT

❖ Mitigation Plan

❖ Monitoring



Crisis Management



Crisis Management

Dora article 49: Financial cross-sector exercises, communication and cooperation
The ESAs, through the Joint Committee and in collaboration with competent authorities, resolution authorities, the ECB, the Single Resolution Board, 
the ESRB and ENISA, as appropriate, may establish mechanisms to enable the sharing of effective practices across financial sectors to enhance 
situational awareness and identify common cyber vulnerabilities and risks across sectors. 

Financial 
entities

Pan-European 

systemic cyber 

incident coordination 

framework (EU-SCICF)

NCA
other CAs 

(other country)
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?
Crisis 

Management

DORA



m.h.e.m.van.beek@dnb.nl
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Crisis Management
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Art 17: ICT-related incident 
management process.

Art 18: Classify cyber threats as 
significant  and  ICT-related incidents 
as major based on various criteria

Art 19: Reporting major incidents and 
notification significant cyber threats 
Incident: details on the incident

Art 19: Reporting major incidents and notification significant cyber threats 
Incident: assess impact – National and International level (Cross border)

Art 40: Info sharing 
arrangements on 
cyber threat
information and 
intelligence 

Art 19: notify 
relevant competent 
authorities
in other Member 
States

Pan-European 

systemic cyber 

incident 

coordination 

framework (EU-

SCICF)

Response

FeedbackSharing

Alignment

Art 22: Supervisory feedback

Other relevant 
authorities

Financial entities

Other CAs 

CA of 
reporting FEs
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